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Investment decision-making under ambiguity is a complex process, which becomes more
compound in terms of the stochastic nature of cyber environment. Therefore, development of
robust models is needed to address the dynamic nature of cyber threats and various types of
risks existing in cybersecurity investment projects. The recent research in cybersecurity
investments shows, that the most frequently used model targeted at analysing investments is
the Gordon-Loeb investment model. The article presents a model for cybersecurity investment
decision-making under ambiguity by the extension of the Gordon-Loeb investment model
based on real options. In this paper, under deep uncertainty and various types of risks in cyber
environment, cybersecurity threats are modeled as stochastic processes under ambiguity using
the Choquet-Brownian motions. Given the ambiguity existing in cyber environment, it is
drastically important to consider the impact of risks on the cybersecurity investment projects.
The aim of our research is to analyze the possible scenarios, regarding the impact of risks and
ambiguity on the cybersecurity investment projects. Our work has led us to conclude, that
considering the compound interconnections between risks and uncertainty will give decision-
makers an opportunity to effectively address the stochastic nature of cybersecurity investments
and make optimal decisions.

Keywords: cybersecurity, modeling, real option, Choquet-Brownian motion, investment,
risk, ambiguity.

Introduction. An information system is characterized by three parameters: the
monetary losses A in case a cybersecurity breach occurs, the threat probability ¢ and
the inherent vulnerability v, denoting the probability that without additional security, a
realized threat is successful. In Gordon-Loeb model, the expected losses L associated
with the threat against the information system, are calculated as L = A, where £ is the
probability of the threat occurred and A is the monetary losses. To reduce the vulnera-
bility v of an information system, an organization invests (z > 0) monetary units. In
this respect, S(z, v) represents the remaining vulnerability [1-3].

Taking into account the complex and stochastic nature of cybersecurity threats
and the ambigous characteristics of cyber environment, uncertainty in cybersecurity
threats is introduced inside the model through the use of Choquet-Brownian motions

[4].
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Let’s consider an increase in ambiguity, which is a deviation from neutral case
(¢ = 1/2) for the Choquet-Brownian setting. In this case, ¥ will represent the index
of intensity (degree) of ambiguity (W-ignorance), which is similar to the index k in the
multiple-priors model (k-ignorance) [5]. In this regard, ¥ depends on parameter c, so

that ¥ = 0, when ¢ = 1/2 (special case of the absence of ambiguity). Thus, ¥ = % -

c with ¥ = [— %,ﬂ For example, when the decision-maker is ambiguity averse, then

c<§w>0

Taking into account the above-mentioned statements, the impact of risk and
ambiguity on the cybersecurity investment project will be discussed in the following
sections.

Impact of Risk. To discuss the effects of risk (volatility) on the value and optimal
timing of the cybersecurity investment project, let us represent the risk o2

In this case, if there is no ambiguity and the decision-maker is risk neutral, then
(m = 2c¢ — 1 = 0) and consequently W () = pﬂTt”. This means, that a change in risk

does not modify the value of the cybersecurity investment project in the stopping
region.

Further, equations (1), (2), and (3) will be used for modeling the impact of risk on
the cybersecurity invest project:

W(m,t) = ftT . exp(—(p — W) (s — t)ds) == p”Tf# (1— e~ (P-WT-0)), (1)
wm) ==, @)
W) =——r—. 3)

Now, let’s consider the impact of risk on the changes in continuation region and
on the reservation value. Regarding the option value in the continuation region, V (W;)
will be presented by the following expression:

vaw) = (<) " amewe . w, < we 4
W) a t ., W < . 4)

a—1

In this case, the parameter o2 plays a significant role for computation of a:

i ~(wrmor-2(sor? )+ \/{(u+ma)—%(sa)2}2+2p(sa)2 | )

(so)?
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Taking into account what was discussed above, the change in risk will modify the
value of the cybersecurity project in the continuation region. In this connection,
identification of the impact of an increase in risk depends on the sign of a derivatives
presented below [4, 6]:

da
m<0,

v _ ©)
da

oV (W)
00?2
value of the cybersecurity project in the contination region.

The calculations show, that > 0, thus, an incraese in risk increases the

The parameter o2 has the same impact on the reservation value represented
below:

wr=-"22. (7

a—1

Like continuation region, the identification of the impact of an increase in risk
depends on the sign of a derivatives presented below [4, 6]:

ow*
PPN 0,
2 _, (8)
m < .
ow* . . . . . .
Hence, Py > 0, which means that an increase in risk increases the reservation

value of the cybersecurity investment project. This makes it possible to establish a
connection between the change in reservation value and the consequent impact on
timing of option exercise. By reinterpreting the reservation value W™ in terms of
reservation threat of the attempted breach &*, from (3) we get:

x _ * _ (v-S(z-v))A&*
p—(pt+mo) p—(ut+mo)

)

In this connection, when the current thraet & < &, then the value of W, < W~
and from (8) we have:

« _ W (p=(u+ma))
¢ = (v-S(z-m)a ° (10)

Since, in the Gordon-Loeb model [1, 2] (v —-S(z - v))l is independent of time,

this allows to conclude that waiting until ¢ exceeds &* remains the optimal
cybersecurity investment strategy, and it holds true until:
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(p—(y+mcr))>0. (11)

Thus, in the absence of ambiguity, an increase in risk leads to the increase in the
value of the cybersecurity investment project in the continuation region W; and in the
reservation value W*, without changing the value of the project once the option has
been exercised.

Now, let us consider the case when ambiguity is introduced in the form of
Choquet distortion with Choquet-Brownian motions. In this connection, if o?

increases, (4 + mo) increases if and only if m > 0, that is, if ¢ > % and ¥ < 0, as

W =2_¢. This in its turn implies, that W(m,) = ——=—— increases as well.
2 p—(u+mo)

Consequently, if the decision-maker is ambiguity-lover the cybersecurity investment
project value in the stopping region also increases with the increase in risk. In the
same manner, if the decision-maker is ambiguity averse, the cybersecurity investment
project value in the stopping region decreases, which means, that ¢ < %

It should be also noted, that in case of multiple-priors, when k > 0, in the

presence of ambiguity an increase in risk leads to a decrease in the value of
Tt

cybersecurity investment project, as W, = ————
Yy Yy proj t p—(u+mo)

which is a special case of

Choquet-Brownian motion model.
Overall, the presence of ambiguity appears to be sufficient to intoduce an impact

of risk on the exercised cybersecurity investment project value, while in the standard
case of an absence of ambiguity it was not modified. It is very important to note that
differences in original attitude towards ambiguity may explain why the same variation
in risk may be looked over differently by decision-makers, revealing different attitudes
towards perceived ambiguity, with potentially drastic consequences in terms of
valuation. So, in the presence of ambiguity, a change in risk impacts the project value
in the stopping region, depending on the decision-maker’s preferences towards
ambiguity. An increase in risk leads to an increase in the value of the cybersecurity

investment project once the option has been exercised, if and only if the decision-
maker is ambiguity lover (c > %) The opposite holds true, if the decision-maker is
ambiguity-averse to (C < %)

Conclusion. Taking into account the complex and stochastic nature of
cybersecurity threats and the ambigous characteristics of cyber environment, it is
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drastically important for decision-makers to consider the impact of risk on the
cybersecurity investment projects.

In this connection, analysis of possible scenarios regarding the impact of risks on
the investment projects will lead to the consideration of the compound
interconnections between risks and ambiguity in cyber environment and make optimal
investment decisions.
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ubPGMNULYSULANRE3UL NLAMSNPU LEMHNRUUSPL LURULSOENP
Jdru nhuub URESNRE3UL UNasLudnrnru

U.<. Yphgnpjwi

funp wunpnonipjwt wwjdwuubpnud ubpnpnuiwiht Jéhnubph Ywjwgnuip' npuybu pwpn
gnpdpupwg, bt wdbh b pwpnwundd Yhpbndhowdwypht  punpn2  unnfuwuwnhynipjwi
wwydwubpnud: Nhuwnh Lhpbnuwwnuwhpubiph nhuwdhluwlwu punyph L
Yhpbnwuywmwugnigywu ninpuinud ubpnpnudwiht bwhuwgdbpnud wnlw wwppbp nbuwyh
npuytiph  nhwwplydwt  hwdwp  wuhpwdbon  F dowlbp  nnpwuwnn dnnbjubp:
Yhpbnwudwwugnyjwu ninpuind juwnwpdnn ubpnpnudubphu Epwpbpnn hbnwgnunwlwu
wotuwnwuptutpnud wnwyb) hwéwh Yhpwnynwd £ Snpnnt-Lnbph ubpnpnudwiht dnnbin:
Lbpyuwjwgywd £ Snpnnu-Lntiph Ukpnpnudwiht dnnbijh punujudwdp ppwlut owghnuubiph
Ypw hhdudwsd dnnb)’ funp wunpnongyut wwydwltbpnd Yhpbnwudnwugnyzjwt ninpunud
ubpnpnuiwht ydhnutiph Yuywgdwt hwdwp: <wodh wnubing Yhptnuwwnuwihpubiph pwpn b
unnfuwuwnhly punyep, htuswbu twb Yhpbndhowywipnud wnlw funp wunpnonigyniup’ onlyb-
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ppnnitjwl swpddwt dhongny Jdbp Ynndhg dnnbjwynpdt) Bu YhpEnuwwnUwihpubpp' npwbu
uinnfuwuwnhly wpngbutbp funp wunpnonywt wWwydwutbpnd: Yhpbndhowywypnud wnljw
funp wunpranwt wwjdwuutpnud Jéhn Yuwjwgubint hwdwp jupuin Yuplinp £ nhunwplyb)
nhuljh wgnbgnieniup Yhpbnwudnwugnysiwt ninpuind ubpnpnudwiht bwfuwgdtph Jpw:
Chnwgnnnipjwt - Uwywunwlu  k Uhpbnwunwlgnipjwt  nppnnd bpnpnudwht
Uwfuwgdtiph ypw nhuyh b wunpronpjuwdp wwidwuwdnpdwd hpwdhbwlyubph wantgniejw
huwpwynp ugbuwpubph  JEpndngggniop: Ubp Ynndhg Juwwwpdws  hbnwgnuwlw
nuiubph dowldwdp Yupbh £ Ggpuwhwuglb), np nhuytbph W wunpnonput dholt wnlw
pwpn  hnfujuwdwdnpiwt hwodwnnwdp  Jéhn  Yuywgunnht  htwpwydnpniginia Yuw
wpryniwwybn - Yepwyny  nhunwplybine  Yhpbnwudumwugnygywt nnpuind - ubpnpnuduwghtu
Uwhuwgdtiph unnfuwuwnhly punyep W Yuwjwgubine ouyunhdw) éhnubn:

Unwhigpuyhte pwnbp. Yhpbnwudunwugnygniu, dnnbpwdnpnud, hpwlwt owghnt, onlyb-
ppnniuywt swpdnud, ubpnpnud, nhuly, funp wunpnanyeniu:

MOJIEJIMPOBAHUE BO3JIEVCTBUS PUCKA HA MHBECTHIITMOHHBIE
INPOEKTBI B COEPE KUBEPBE3O0ITACHOCTHU

A.I'. I'puropsin

ITpuHATHE NHBECTUIMOHHBIX PEIICHUI B YCIOBHAX IIyOOKOH HEONPENeIeHHOCTH, SBIIS-
SCh IOBOJIBHO CJIOXKHBIM IIPOLIECCOM, CTAHOBUTCS 00JICE CIOKHBIM B CTOXAaCTHUECKUX YCJIOBHU-
X, KOTOPBIE XapaKTepHBI sl Knoepcpeasl. B ¢BSA3M ¢ 9TUM JUIS MCCIIeIOBAaHUS THHAMUYECKO-
TO XapakTepa KHOepyrpo3 M pa3iIuyHbIX BHUJOB PUCKOB B MHBECTHIMOHHBIX IIPOEKTax B cdepe
KuOepOe30MmacHOCTH HeoOXoauMo pa3paboTaTh poOacTHbE MoOJENd. B wHccienoBaHMsIX,
HAIIPaBJICHHBIX Ha aHAJIM3 UHBECTHUIUH B cdepe KubepOe30nacHOCTH, YacTO MPUMEHSIETCS UH-
BECTUIMOHHAs Mozenb ['opnona-JIos0a. B crarke Ha OCHOBE peanbHBIX ONLMOHOB NPEICTAB-
JIeHa paclIMpeHHas MHBECTHLHOHHAs MoJenb ['opmona-Jlonba, xapakTepusylomas IpHHATHE
MHBECTULMOHHBIX PEIICHUH B yCIOBUSX INTyOOKOIl HeompeaeneHHOCTH. IlyTeM HpHMEHEHMS
IOKE-OpOYHOBCKOT'O JIBUKEHHSI CMOJICITMPOBAHBI KHOEPYrpo3bl Kak CTOXAaCTHYECKHE IPOolec-
CBI B YCJIOBUSX INIyOOKOIl HEONPENENICHHOCTU C Y4ETOM CIOKHOI'O M CTOXAaCTUUECKOIO XapakK-
Tepa KHOepyrpos, a Takke (akTopa riryoboKoil HeornpeaeneHHOCTH B kubepepene. [lpu npuns-
THH PCLICHHs B YCIOBHAX INIyOOKOH HEONpEIeIeHHOCTH B KHOepCpee CYIECTBCHHBIM SIBIIs-
€TCsl U3y4eHHe BO3JCHCTBUS PUCKA Ha MHBECTHILOHHBIC IIPOEKTH B KHOepOe30macHoi cpere.
Iens vccnenoBanms — MPOBECTH aHAJIN3 BO3MOXKHBIX CLIEHAPHEB BIMSHUS PUCKA U PA3IMUHBIX
cutyanuii, o0yclI0BIEHHbBIX HEONPEAEICHHOCTbIO, HA MHBECTHILMOHHBIE IIPOEKTHL B chepe Ku-
OepOesonacHoctu. Mcxons u3 aHanusa pe3yibTaTOB JAHHBIX HCCIIEIOBAHHM, MOXHO CEIaTh
BBIBOJ O TOM, YTO y4eT CJIOXKHOH B3aUMOCBSI3U MEXIY PHUCKOM U HEONPEAEICHHOCTHIO AAeT
BO3MOXXHOCTb JUIS JIMLA, PUHUMAIOLICTO penieHue, oosee 3(h(heKTHBHO paccMOTpPETh CTOXa-
CTHYCCKHI XapaKTep MHBECTHIMOHHBIX NPOEKTOB B cdepe KnOepOe30macHOCTH M INPUHATH
ONTUMAJIbHBIEC PEIICHUS.

Knrwouesvle cnosa: xubepOe30macHOCTb, MOJCIUPOBAHUE, PEAIBHBIN OINILMOH, IIOKe-
OpPOYHOBCKOE ABMXKCHUE, HHBECTHIHS, PUCK, [NTyOOKask HEOIPEICICHHOCTb.
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