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Steganography methods, according to which the container is the image stored in JPEG,
are poorly understood and not often used. The reason is that the JPEG image is subjected to
compression and restoration of image distortions. These distortions cannot be seen with the
naked eye, but it affects the hidden information whose extraction from the container is not
possible. Because of this, the JPEG often hides information in a table of coefficients, which
leads to strong limitation of hidden information. This paper proposes a method - the concealed
information is recorded in audio format, and then hidden in the image. In this case, the audio
information is also distorted. But unlike the text, in which the loss of the symbols completely
distorts the phrase, sound distortions do not affect the speech content, and it may be possible to
fully understand the meaning of the hidden information. The developed software package at
tests showed that at 20% compression of JPEG distortions are barely heard, and at 80%
compression, the distortion cannot be understood. When compressed to 60%, the security of
the hidden information can be guaranteed.
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Introduction. Currently, the general trend of enhanced spread of information
technologies and, in particular, of Internet accessibility, is accompanied by an
increasing threat of unauthorized use and loss of data, as well as by directed attacks
against data domains. This growing intervention of IT into the daily life generates the
need for special attention and protection of data within any information system.

Protection of the data from targeted adverse impact/damage has two main
approaches [1, 2]:

- Cryptography;
- Steganography.

In case of cryptography, it is evident that the data are meant to be classified and
are encrypted, however, it is not accessible without the key code.

Steganography is one of the efficient methods of data protection. Steganography
is the science that provides a protected storage and transmission of data thus ensuring
its secrecy, access and integrity. The modern means of steganography allow to hide
classified information within image, music and other types of files that can be held on
various carriers, such as local computers or networks. Collection of graphic, sound
and other types of “harmless” files is not seen as suspicious and attract attention,
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unlike the presence of encrypted files. In addition, steganography is more convenient
in terms of programming, particularly as it is easier and therefore cheaper. However,
the major advantage of steganography is that it allows to hide the evidence of
protected information. Moreover, data can also undergo encrypting prior to being
steganographed.

Basic Concepts and Application of Steganography. The numerous ways in
which steganography can be applied can be classified into the following groups
- Embedding information for the purpose of hidden storage of transmission;

- Watermarking;
- Fingerprinting;
- Captioning.

The first type of application is mainly used for hidden storage and transmission of
information, and this is the particular focus of the present study, while other types will
not be discussed.

Basic concepts:

Container — No secret data that is used for hiding of messages

Messaging - secret/classified data the presence of which needs to be protected

Key — a set of encrypted data that allows access to the initial secret data.

A steganographic algorithm includes two types of modifications: (a) direct
steganographic modification and (b) reverse steganographic modification.

Direct steganography allows to receive a full container on the basis of messaging,
the empty container and a key, while reverse steganography results in hidden
messaging on the basis of the full container and a key.

The steganographic system consists of a container, keys, messaging and
modifications.

Steganographic stability is the main feature of the steganographic system that
characterizes its ability to avoid detection.

Intruder — an individual or a group of individuals who can try to access the
content of the message or damage it.

Attack — targeted action of an intruder against steganographic system for access
to the data.

The primary and most important task in acting against steganography is detection
of hidden data or of its transmission.

The major features that characterize the steganographic system are the
organization of its keys and the algorithm. In terms of the organization of keys, the
system can be keyless, symmetric, non-symmetric and interconnected.

For operating keyless steganosystems, the availability of algorithm is sufficient
and a special steganographic key is not required. Thus, the stability of keyless
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steganosystems is based only on the secrecy of direct and reverse operations, which
contradict the principle of A. Kerkhovs which stipulates that reliability of the IT
system should be defined only by the secrecy of the key rather than the methods
employed.

The definition of symmetric, asymmetric and interconnected steganographic
systems corresponds to that of similar cryptographic systems, the only difference
being that process of direct data cryptography and of its processing are replaced with
the direct and reverse steganographic modification. The symmetric system envisages
use of symmetric keys, e.g. when keys of direct and inverse modifications are easily
derived one from another. In case of the non-symmetric system, there are separate
close and open keys that cannot transform into each other. The interconnected system
applies both approaches.

Classification of means of data steganography. There are numerous algorithms
for data steganography and the new ones are being continuously developed. At the
same time, there are several approaches to classification of these algorithms that are
based on specific features. The most appropriate mode of classification of algorithms
is based on the method and location of the data hiding. In terms of the structure of the
steganographic algorithm, steganosystems can be based on [3]:

- Addition;

- Replacement;

- Generation.

The classification above allows to detect the general features of steganographic
algorithms and can be useful while investigating the algorithms and analyzing
steganography.

In case of algorithms based on addition, the data are placed in those parts of the
file structure that are ignored by the file-reading application program. In this case, the
size of the given file can increase, however its reproduction by corresponding
programs remains unchanged.

The replacement steganographic algorithms are based on replacing the data to be
hidden with certain parts of the meaningful data within the container without changing
its size. In other words, they search the file structure to identify parts that can be
changed without having a notable impact on the file. These parts of the file are then
replaced with the data to be hidden.

In this case, it is necessary to select very carefully and reasonably the changed
parts of the container, so that it is not damaged or altered notably.

The two types of steganography mentioned above imply the presence of a
message and a container. In case of generation methodology, the container is
created/generated directly as an outcome of steganography - on the basis of the hidden
message and, potentially, with the use of the key.

39



The structure of JPEG format. In the JPEG algorithm, the original image is an
NxN two-dimensional array with elements represented by brightness of color or pixel.
The wrapping array is performed in three phases:

- Discrete cosine transformation,

- Step of quantization,

- Secondary phase of compression.

A high efficiency of compression that is possible to achieve with this algorithm,
is based on the following: factors of matrix frequencies that are formed after cosine
transformation,

This is important because most parts of the graphic image are formed by the data
of low frequency and, therefore, the high frequency components of the matrix can be
safely removed. This removal is carried out through rounding of frequency
coefficients. After rounding, components of low frequency generally remain in the
upper left corner of the matrix. The value of the rounded matrix is encoded by additing
zeros. As a result, the graphic image is compressed by more than 90%, losing the
quality of the image insignificantly at the stage of matrix rounding.

Investigation and definition of the problem. As it has been mentioned,
steganography is considered an effective method of data protection. Unlike
cryptography that implies modification of data with a cryptographic system without a
key unreadable and undecipherable unit, steganography hides the fact of keeping or
transferring secret data. This means that a potential intruder should above all be able to
detect the presence of the hidden information and only then attempt to restore it [4].

At the initial stage, various steganosystems allowing to hide the data within JPEG
files have been studied. The existing systems that work with JPEG files are few and
are alike, although these files are most often used to save images. Most often we find
applications (?) that allow steganography within JPEG files in the Internet. However,
those are not sufficiently secure as most of them add hidden data at the end of the file
thus increasing its volume and creating a potential alert for the intruder.

“Real” steganography envisages hiding the data within the pixels of an image.
Similar steganographies have high-level protection because after compression of the
image it is hard to detect whether its size has changed due to the presence of hidden
data or as a result of compression.

In the majority of programs available on the Internet, the steganography of
images is implemented after quantization phase, however in such a process the amount
of the hidden data is quite limited (12% of the general image size). Such programs are,
for example:

o JSTEGWIN;
o JPHS, uses generator of random number that is based on the BlowFish
algorithm;
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o JSTEG;
o and others.

Let us consider one of these examples: the JSTEG program.

JSTEG is one of the programs that allows steganography through incorporation.
It represents steganography through LSB (Least Significant Bits). It is one of the first
steganographic programs. Its advantage is in simplicity while one of the main
shortcomings is that it resembles steganography on the basis of LSB within BITMAP
files. Within BMP files, it is preferable to hide information through modification of
color bites; however it leads to the distortion of the image. In order to avoid this
distortion it is necessary to select and modify a bit that does not affect the overall
quality of the image visually. Thus, the bit with the least significance (LSB) should be
taken.

It is known that creation of a JPEG file results in the reduction of file size (the
compression algorithms resulting in data losses within JPEG files are a reason for
distortions). Therefore, at the time of decoding/recovery of hidden information, it is
not possible to receive the original file, but the recovered information will be close to
the data as it had appeared before hiding.

In order to avoid such occurrences, we will consider sound files as the original
data to be hidden. In this particular case we will not see a change in the text but only
some sound distortions. Noises in the sound information appear, but their share is
relatively small and thus our hearing can detect the sounds of the words.

The proposed system allows the users to record information and then to hide it
within JPEG image files.

For sound data, files with extention .au will be used. The program that runs such

dimension files is Audacity recorder [5], that is included in the presented system.

Steganography of sound data within JPEG images. The developed system
allows to:

- save information,

- hide information within JPEG images by using a LSB algorithm,

- restore information from JPEG image,

- process the information with the sound player.

The process of steganography and subsequent decoding is shown on Fig. 1.

This system has a convenient interface that allows to choose the image as a
container, its size to map it both before and after steganography as well as to select the
level (%) of compression.

41



Text -> sound AU

Reading of JPEG type
Hiding of information

v

Information restores

Fig. 1. Steganography and the process of data decoding

Comparative analysis of the results. In order to see if the losses resulting from
compression of the image have affected the hidden information, let us consider a small
portion of those data — two codes, one from the initial steganography and one - after
decoding. In the table, the cases of image compression for 20% and 80% are
presented.

Table
Original data | Image: data after | Image: data after

for hiding 20% compression | 80 % compression
10001100 10001110 10011111
01001100 01111101 01111101
11001100 11101111 11111111
00101100 01101111 01111111
10101100 10101101 10111101
01101100 01111101 11111101
11101100 11111111 11111111
00011100 01011110 01011111
10011100 10011101 10011101
00001100 00101111 01111111
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It is seen that in the case of 20% compression, after decoding, the most important
bits of the original data generally remain unchanged (compared with the first column),
while the change results in drastic sound distortion.

The change of low-value bits results in only minor sound distortion, which does
not significantly affect the adequate hearing.

For practical comparison, Figures 2a and 2b present examples of full and empty
containers.

Fig. 2a. Full container Fig. 2b. Empty Container

As it can be seen, the difference between the two figures is not obvious and thus
does not cause suspicion.

Conclusion.The presented system with its user-friendly interface allows to carry
out steganography of the sound information in any JPEG file. The limitation is that
this program does not allow to work with very large JPEG files with the maximal
possible size being 512x512. If the image compression value is high, the file suffers

significant or total data losses.
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JPEG MUSUGrLErNhU SE16UNK3MBP (FULLUSGNUUL Ub BUULUY
N.q. Swynpju

(Gwplwgpnipjwu dbpnnubtipp, Gpp npwbu Yphs hwunbu b quihu JPEG dluwswthh
wwwybipp, Jwwn Gu nunwuwuhpgwsd b oginwgnpdynid Gu ng hwéwfu : Mwwndwnu wyu k, np
JPEG &dLwswihh wwwybpp Gupwpyynd | ubnidwu b Jbpwywugqubihu wnudwnynud E:
Unwywnnwiubipp skt Gplnud wugbt wspny, uwlwju wgnnut tu pwptywd nbinkynyeh ypw,
nph ywwdwnny npw ytpdwunwp nwnund £ wuhtuwp: Unwowpyynud £ dp Gnwuwy, Gpp
wbntynypp gpwugynwd | dwjtwiht duwswihny, wwyw pwpgynid wywwnybpnu: Ybpdwubijhu
dwjuwihu  wbnbynypep unyuwbu fubnupnipqwd £ (hunwd: Uwluwju, h wwppbpnyggniu
wbpuwnwihthg, npnbin wnwywnnwip wuhuwp £ nupdund pnjwunwynigyniup hwulwuwip,
dwjuh wnwywnnup gpbpb sh funspunnuinid pwnbipp pulwibintu, W huwpwynp £ jhunw
(hndpu  hwulwuw] pwpujwd wbnbynypeh hdwuwnp: Uowldws Spwgpwiht  thwpbeh
thnpdwpynuwiubipp gnyg wndbghu, np 20% ubnddwu nbwpnwd wnwywnnuubpp hwghy Gu
qqwgynu, huly 80% ubininup fubinwpenipnul £ wdpnng wbntynyep, W huwpwynp sh |hunw
hwulywuw) wju: Uhush 60% ubindnup Yuwpnn £ Gpwofuwdnplp pwptudwd wnbntynyph
wuyinwugnieyniup:

Unwugpuyhti pwnbp. pwpluwgnnipniu, wwwnlbn, Yphs, puptuywd nbintiynype:

METO/A CKPBITUA NTH®OPMAILIUN B JPEG U3OBPAXKEHUAX
P.I. Akonsin

Metomp!l creraHorpaduy, Koria KOHTEHHEpOM siBisieTcss n3oopaxkenue ¢opmara JPEG,
IUIOXO M3YYEHBl M HE YacTo Hcmosb3yloTcs. IlpudmHa B TOM, uTO m300paxkenue B JPEG
MIOJIBEPTaeTcs CXKATHI0O W TIPH BOCCTAHOBICHHWH HCKa)XxaeTcsi. ODTH HCKAKCHWS HE BHIHBI
HEBOOPY)KEHHBIM TIJ1a30M, HO BJHSIOT Ha CKpPHITyI0 HH(OpPMAIMIO, W €€ IOJHOIIEHHOE
W3BJICUYEHNE W3 KOHTEHHepa HEBO3MOXHO. llpemmaraeTcs wmeron, Korga HWH(OpMAIUL
3aIMCBIBaeTCA B ayano-hopMmaTe, a 3aTeM CKpBIBaeTCs B n3o0pakeHHH. [Ipy BocCTaHOBICHUH
3ByKOBasi MH(popManus Takke UCKaXKaeTcs, HO B OTJIIMYME OT TEKCTa, TJe IOTEPU CHMBOJIOB
MIOJTHOCTBIO MCKaXaIoT (pa3y, NCKaKEHMSI 3ByKa HE BIMSAIOT Ha COJIep)KaHHE PEeYd M eCTb
BO3MOJKHOCTh B HOJHOI Mepe MOHSATh CMBICT CKPBITON MHpopManuu. Pa3paboTaHHBINA makeT
IIporpaMM IpH UCHBITAHMAX MOKa3anl, 4To npu 20% cikaTUM UCKaXXEHMs HE YyBCTBYIOTCS Ha
cnyx, npu 80% - He MO3BOJSIOT MOHATH TeKCT. Ilpu cxaruu 1o 60% MOXKHO rapaHTHPOBATh
6€30macHOCTh CKPBITOI HH(pOpMAIHN.

Kniouegwie cnoga: creranorpadusi, n300pakeHne, KOHTEHHED, CKPBITask HHPOPMAIHS.
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